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In order to validate a digital signature, there should be an authentic link between the cor- - digital signature
responding public key and its owner. In a traditional PKI, the trust associated with this link is - revocation

expressed in binary either by 0 or 1. Alternatively, several authors have proposed trust metrics « trust metrics

to evaluate the confidence afforded by a public key. However their work has a static point of - public key certificates
view and does not take into account the issue of public key revocation. In this paper, we show . PKI

how to incorporate the revocation status information into the trust metrics for public key cer-
tification for the cases of both the single path and multiple paths certifying the same public
key. To achieve our goal, we use a tailored form of a vector of trust model recently proposed.
This would allow us to reason formally about when there is a need to check revocation sta-
tus and how reliable the revocation mechanism should be in a given security application.

1 Introduction

It is commonly agreed that the ability to provide non-repudiation services is a fundamental
prerequisite for electronic commerce (e-commerce) applications. Digital signatures, first sug-
gested by Difhie and Hellman in 1975 [1] and first implemented by Rivest, Shamir and Adle-
man in 1978 [2], are equivalent of handwritten signatures in the digital world and provide not
only non-repudiation but also authentication and data integrity services.

However the distinctive property of digital signatures is non-repudiation, which implies that
even the recipient himself should be unable to generate the signature otherwise the sender can
deny sending by claiming that the signature was generated by the recipient himself. That is why
digital signatures cannot be implemented securely using secret-key cryptography where the
sender and the recipient have exactly the same power since they share the same secret key.

In public-key cryptography, the aforementioned problem is solved mathematically using the
difficulty of a number-theoretic problem. The basic idea is to have two keys instead of one. One
of these keys is called the private key avail-able only to the signer, used to sign a message and the
other one is the public key available publicly to everyone who wants to verify a digital signature.
Broadly speaking, the security of this two-key solution depends on the computational difficulty
of generating the private key given the public key. This security problem can be reduced to the
difficulty of a mathematical problem (e.g., factoring large integers as in RSA (2], calculating
the discrete logarithms as in DSS [3]).

Additionally, for secure operation, there should be a secure binding between the public key and

the signer’s identity (a binding between private key and public key is given indirectly), other-

wise an adversary is able to forge signatures by publishing a public key claimed to be owned

by a wrong identity. First suggested by Kohnfelder [4], this binding is generally provided by

public key certificates, which are signed messages specifying an identity and the corresponding

public key. This work is based on an earlier work
‘How to incorporate revocation sta-

Public Key Infrastructure (PKI) provides protocols, services and standards in order to employ tus information into the trust metrics
the public key certificates securely and effectively. Public key certificates and therefore PKI are for public-key certification’, Proceed-
also required for establishing confidential channels via public key encryption schemes but in ings of the 2005 ACM Symposium
this paper our focus would be on PKI in the context of digital signatures and non-repudiation on Applied Computing (SAC'05),
services. © 2005 ACM.
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With the public key certificates, in order to trust the public key of a user, we need to trust
the public key of the authority issuing the certificate(s) as well as the security of its certificate
issuance policy. In a traditional PKI model, the trust relationship between any two entities is
expressed in binary simply by either 0 or 1 i.e. 0 means not trusted and 1 means trusted. In this
basic model if somebody trusts a certificate authority which issues a certificate for a public key,
then this public key is trusted.

However, several authors [5, 6] claimed that trust can vary in a range and it should be possible
to assign trust (confidence) values between 0 and 1 thereby it becomes possible to model for
instance the increase in the trust if multiple paths certifying the same public key is utilised.
How much trust improvement can be achieved using multiple paths is a question they have
tried to answer by proposing different kinds of trust metrics.

On the other hand, none of these approaches consider the revocation problem. In order to
establish the authenticity of the public key, we should also pay attention to the issue of public
key revocation.

Revocation means invalidating the public key before its expiration date. Revocation is required
for instance when there is a suspect that the private key has been stolen. How can the verifier
assure that the public key was not revoked at the time of signing (or verifying)? The previous
work implicitly assume that there would be no revocation at all or in a fully-trusted way there
is always a fresh check verifying that the certificate is unrevoked. But we know that revocation
happens and not rarely. Moreover fresh revocation check is expensive and not practical most
of the time.

Our primary goal in this paper is to incorporate revocation status information into the trust
metrics for public key certification. In fact, this research problem was considered as an inter-
esting but non-trivial open problem in both [5] and [7]. By doing this it becomes possible to
answer questions like:

*  Ifwe check the revocation status and see that the public key is not revoked, what would
happen to the trust metric?

*  What if public key is revoked?

¢ How would the freshness of revocation status information affect the trust metric?

¢ What do we lose if the revocation is not checked at all?

‘The problem of revocation is well-studied and various technical solutions have been proposed.
However in all of the previous studies, they start from an assumption. They assume that revoca-
tion status is always checked. In contrary, we observe that sometimes revocation is not checked
in practice. In this paper we also want to formally discuss the reasons of this real-life behaviour
and give some directions regarding when somebody really needs to check the revocation status
and how recent this check should be.

For clarity, we would like to emphasise that proposing a new trust metric for public key certifi-
cates is not the goal of this paper. Instead, we use prior work on trust metrics e.g. [5, 8, 7, 9]
and propose a method to incorporate revocation status information into it.

The rest of the paper is organised as follows. Section 2 gives some background information.
Section 3 explains our extended PKI model which includes the revocation. Section 4 shows
how one can assign the weights and confidence values in our PKI model and when one should
check the revocation status. This section also addresses the case of multiple certification paths.
Section 5 mentions some open problems and concludes.

2 Background

In this section, we give some preliminaries on PKI models, trust metrics, vector model of trust
and certificate revocation.

Bicakci K., Crispo B., Tanenbaum A.S.
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PKI Models

Maurer has proposed two models for a public key infrastructure [5]. He called the first one
as the deterministic model which is very similar to what we have presented as the traditional
model in the introduction section. However this model takes into account not only certificates
but also recommendations. Recommendations are again signed statements like certificates but
they have a more general meaning. One can specify the trustworthiness of another entity in a
particular context and assign different recommendation levels. For instance a recommendation
of level 1 means that the recommended entity is trusted to certify others and a recommenda-
tion of level 2 means that the entity is trustworthy in recommending others for certification.
As Maurer suggested, certificates can be regarded as recommendations of level 0. Although the
topic of recommendation has a great importance, we do not discuss it here further and concen-
trate on the simpler model involving only the certificates.

Let us now see the fundamental rule of deterministic model when we exclude recommenda-
tions:

VX, Y Aut, ., Trust , ., Cert, &= Aut, (1)
What this equation says is basically if A trusts somebody X and A can authenticate® X and
when there is a certificate issued by X to Y then this implies that A can authenticate Y (A trusts
the certificate of ¥ when the three statements on the left side are satisfied).

Obviously, that this simplified form does not say something new. Nevertheless it is important
in the sense that the probabilistic model can be best explained using it. We use the determinis-
tic model to explain also a probabilistic model.

The deterministic model would not be satisfactory to model a PKI from a user’s point of view.
As first presented by Zimmermann [6], trust is not some-thing binary and can range from

marginal to ultimate**. As a matter of fact, intermediate degrees of trust is all possible.

Maurer’s second model is a probabilistic model where the confidence value of a certificate is
calculated as the product of confidence parameter of authentication of entity issuing the cer-
tificate (denoted by p(Aut , ), confidence parameter of trust on the entity issuing the certifi-
cate (denoted by p( Trust , .)), and confidence parameter of the certificate issued (denoted by
p(Cert . ))***. Confidence value and parameters are in the range of 0 to 1 in the following
example.

Example 1. Let us suppose that
p(Aut , ) =038, p(Trust, ) =0.9, p(Cert . ,)=0.7.
Then we have
conf(Aut , ) = p(Aut , ) x p(Trust , ) x p(Cert . )=10.8 x 0.9 x 0.7 = 0.504.

If this confidence value would not be enough to perform the transaction, it is possible to
have multiple (parallel) paths certifying the same public key and increase the confidence value
since the confidence level in case of multiple paths adds up. We will briefly mention how the
confidence value can be calculated if multiple paths are used in subsection 4.4. For interested
readers, we recommend the original paper [5] for more details. See also [10] for an easy-to-
understand explanation of why multiple paths are useful and desired.

In the example above, the first two confidence parameters are assigned by the user and the
third one is assigned by the entity issuing the certificate. Notice the difference between the
confidence value of the certificate and confidence parameter of the certificate assigned by its
issuer. The latter can be thought as another way of specifying certificate classes. As discussed in
[11], CA companies like Verisign issue certificates in different classes and these classes are as-
signed depending on the reliability of the method used to identify the certificate owner. If the
certificate issuer is fully trusted, the confidence value of a certificate would have the same value
as its confidence parameter assigned by the issuer.

Bicakci K., Crispo B., Tanenbaum A.S.

* |t is also possible to think that
trusting somebody means au-
thenticating him in the first place.
How would you trust somebody
whom you can not authenti-
cate? But in this model these
two things are differentiated.

** However, PGP is flaky be-
cause of the way these trust
levels are defined and used
as discussed in [7] and [9].

***In Maurer's terminology, the
term ‘parameter’ is used when
the confidence level is assigned
and the term ‘value’is used when
the confidence level is derived.
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Trust metrics

The term ‘trust metric’ can be defined as the measure of amount of trust attached to something.
This ‘something’ can simply be anything: a person, a file, a URL, a country etc. Public key
certificates are just one other application for trust metrics.

In the Maurer’s probabilistic model of PKI, probabilities as parameters of subjective belief (de-
noted as confidence levels) are used as the trust metric for public key certificates. Other than
this one, there are all sorts of different ways to represent trust values. In the following, we will
mention only one other and leave the survey of the rest to [12].

Assigning confidence parameters between 0 and 1 to various trust statements has raised ques-
tions among other researchers. They argue that there is an ambiguity in the semantics and there
is no easy way to determine the value of these parameters in real world. For instance, Reiter
and Stubblebine [7] suggested a different approach to assign such values and to use numeric
labels as a trust metric representing the amount of money the certificate issuer is liable if the
authentication of the corresponding public key fails.

It might be true that this insurance-type of trust metrics fits better to real world and most of us
understands better if money is the concern. However we stick ourselves to use Maurer’s metric
since the way Maurer’s confidence levels are used can include different approaches because

e It is always possible to convert a value in one trust metric to a value in another metric
when the metrics have a finite range. For example, money can always be translated in
confidence values by normalising the value to range [0-1].

*  These confidence parameters can be based on past experience. For instance it can reflect
the risk associated or the reputation of the certificate issuer.

*  For some applications, the parameters can be automatically assigned by the system based
on some published security policy (this policy can be updated dynamically). If this can
be done, the end-user does not need to bother assigning them.

On the other hand if we look at the trust problem from the reverse angle we see that for a wide
range of security applications available today, it would be very convenient to set a minimum
confidence value required (as a part of the aforementioned security policy) so that the decision
whether the trust established would be enough to perform the transaction is not left to the end
user.

Vector model of trust

Trust is something difficult to measure, compare and combine. For a better reasoning of trust,
Ray and Chakraborty proposed a vector model to formulate trust in a very recent work [13].
In their model, trust is defined as a vector of several parameters each of which contributes to
the overall trust but not in same amount.

As this trust model suggested, one important characteristic of trust is the ‘propensity of trust’
which means that two trusters may assign two different trust values even when all the factors
influencing the trust has exactly the same value. The main reason of this phenomenon is that
the truster may assign different weights to different factors during the evaluation of the trust
value. The authors have introduced the concept of srust policy vector to capture this character-
istic. In section 3.2, we will see one example of this policy vector which is simply a vector of
weight values.

Certificate revocation

As we said, the status of a public key certificate can change during its lifetime due to unex-
p Y 4 g
pected events (i.e. loss of private key, etc.) thus a solution to reflect this possible change should

be found.

A straightforward solution is to use instant or short-lived certificates which have a very short
lifetime therefore eliminates the requirement of revocation check. Since this method requires

Bicakci K., Crispo B., Tanenbaum A.S.
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the users to frequently communicate with the CA to get new certificates, it can not be always
used.

For long-lived certificates (with a validity period of months even years), a separate mechanism
for revocation check needs to be implemented. By checking revocation information, the veri-
fier will know if the certificate(s) he is going to rely upon is still valid or it has been revoked.

The simplest and most widely used mechanism to implement revocation is certificate revocation
lists: CRLs. With CRL, the revocation authority issues periodically a signed and time-stamped
list of the serial numbers of all the certificates that have been revoked at the time of issuing.
To reduce the required bandwidth and most important to reduce the need for on-line con-
nectivity, CRLs should not be issued too frequently. However, increasing the interval between
two subsequent CRLs increase also the probability that a certificate that has been reported as
compromised by its owner has not yet been published and distributed in the list.

Delta CRLs and Certificate Revocation Trees (CRTS) [14] are two different improvements to basic
CRLs. They succeed in decreasing the bandwidth of revocation information.

Since most of the time, the verifier is not interested in knowing which certificates have been
revoked but rather checking if the certificate he just received has been revoked or not, a new
mechanism, On-line Certificate Status Protocol (OCSP) [15] has been introduced.

With this mechanism, the verifier can query a designated server about the status of a specific
certificate. The server always online will reply by signing a statement which asserts the fresh
status (valid or revoked) of the certificate in question. The obvious disadvantage of this method
is the requirement of on-line connectivity.

3 Our PKI model

To incorporate revocation status information into the trust metrics for public key certification,
we extend Maurer’s PKI model. Like the original model we have two cases:

Deterministic model

As expected, incorporating revocation into the deterministic model is the easier one. We simply
modify the rule given in equation 1 as follows:

VX, Y Aut , ., Trust, ., Cert, = CondAut, . 2)
VX, Y: Aut, \,, Trust, ., , NotRev, - UnRev, | (3)
VX, Y: CondAut , ., UnRev , & Aut , ., (4)

Again these equations state the common sense. Conditional authentication denoted by ‘Con-
dAut means that authentication will be completed only if revocation status is checked as equa-
tion 3 says and public key is confirmed not to be revoked.

We observe a couple of inherent weaknesses of this deterministic model:

*  This model does not distinguish between revoked public key and the public key without
any check of revocation.

*  This model does not say anything about the freshness of revocation check and reliability
of revocation information.

*  The authority used to authenticate the public key might be different than the authority
for getting the revocation information. In fact, these two authorities should not be the
same otherwise there might be some security vulnerabilities [16]. Again this model does
not take into account the different trust values for these two different authorities.

Bicakci K., Crispo B., Tanenbaum A.S.
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Probabilistic model

The model introduced in this paper takes into account only the confidence value of the cer-
tificate, the result of Maurer’s formula denoted by conf (AutA,Y ). The trust metric and the
method used to calculate this value really do not matter. The method can be either Maurer’s
method or any other one. Our model is flexible in the sense that it allows us to embed other
models and other metrics.

Now we would like to introduce our extended probabilistic PKI model which contains the
revocation status information. In our model the confidence value for the public key certificate
is assigned explicitly without revocation. We would like to take into account also the revoca-
tion therefore in a similar manner we have a confidence value for the revocation information.
While doing this, the confidence value for revocation is overloaded also by freshness constraints
in our model. For instance a confidence value of 1 would mean that the revocation authority
is fully trusted and the revocation information is gathered securely exactly at the time when it
is needed. No later, not before.

Now we have two confidence values, one for the public key certificate and the other is for the
revocation information of the public key. How can we combine these two values in a reasonable
manner? This is where vector of trust model introduced in section 2.2 comes into the scene.

Definition 1. The trust vector (4 — Y) for our model has two dimensions. One of them is
ConfA (confidence value of public key certificate) and the other is ConfR (confidence value
for revocation information).

(A— Y) = (Conf , Conf,) 5)

Definition 2. The trust policy vector IV for our model has two dimensions. One of them is
W, (weight for checking authenticity of certificate) and the other is W P (weight for checking
revocation).

W=(W, W, (©)
Then the normalised trust relationship between A and Y can be expressed as
(A= Y)?2=Wo(4-Y) 7)
The symbol © denotes vector multiplication.

Definition 3. The value of normalised confidence value for the public key certificate is in the
range [0, 1] and is defined as

(A — V)= W ,x Conf , + W x Conf (8)
it W,xConf,+ W, xConf, >0
(A — Y)>=0 ©)
if v(A — Y)*<0.

The normalised trust value given above is not allowed to be below zero in order to alleviate the
calculation of the overall confidence value when multiple paths exist. We will discuss this issue
in subsection 4.4. Up to this point, our usage of vector of trust model is very similar to what

has been proposed by Ray and Chakraborty [13]. We only tailor it in two aspects:

e The trust lies within [0, 1| not within [—1, 1] in our model. We believe this difference is
not so important.

*  'The sum of all elements in the trust policy vector should always be 1 in [13]. However
this is not always the case in our model. This property is captured in the following defini-
tion.

Bicakci K., Crispo B., Tanenbaum A.S.
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Definition 4. The trust policy vector has a length of 1 (the sum of 1/ and W/ , is equal to 1)
when the public key is unrevoked and 0 (the sum of ¥, and W/, is equal to 0) when the public
key is revoked. Because if there is revocation this negates the trust for public key certificate.

4 Discussion

After introducing our extended PKI model, we would like to discuss how the trust policy vec-
tor is assigned and how one can determine the confidence values for revocation. In this section,
we also show how our model can help to decide when to check revocation status as well as
how one can compute the overall confidence value in case when multiple certification paths
are employed.

Determining the trust policy vector

Since our trust policy vector with a specified length has only two dimensions, it would be suf-
ficient to present a methodology for the value of one of the weights.

N umber of revoked certificates

Number of revoked certificates
=

(10)

Number of all certificates

N umber of all certificates

In our model as equation 10 says, the weight for checking revocation information (WR) is
fixed to be equal to the ratio of revoked certificates to the total

number of certificates issued so far. Here, our rationale is that this ratio gives us a good estimate
for the probability that a given certificate is revoked.

We would like to state that this ratio can change from system to system and from application to
application. There are number of parameters that can affect this ratio. For instance, it would be
different ratios in applications where public keys support credit card transactions and in appli-
cations where public keys are used for IPSec connections. Therefore, while calculating the ratio
above, it is crucial to consider only the certificates that can be used in the specific domain.

We have searched the previous work on revocation to see Figure 1.

the possible values this ratio can take in different circum-
stances. Back in 1994, a highly-cited NIST report pre-

Bicakci K., Crispo B., Tanenbaum A.S.

Certificate revocation rates in
different environments

pared by MITRE corporation [17] made the assumption 16%
of 10% for the certificate revocation rate while they were 14%
estimating the total cost of installing the federal portion 12%
Of the PKI. 10%
8%
In contrast to what most people believed in 1990’s and
. . . . 6%
because of reasons which we do not discuss in this paper, .
wide-scale PKI deployments were not boosted as expect- 40/0
ed. Only in recently, citizens of some European countries 2%

like Estonia and Belgium met with PKI in the form of 0%
national identity cards. Together with the classical infor-
mation all ID cards hold, the chip in the new electronic

April 1994
national ID card contains a digital certificate which allows (April 1994)

Assumption Belgian elD Cards Estonian ID Cards
of NIST report (as of July 2005)  (as of July 2005)

to generate digital signatures, equivalent to handwritten
signatures by law. This would enable a lot of useful ap-
plications ranging from online tax declaration to contract
signing on the Internet.

As of July 2005; in Estonia 1.64 million ID cards have been issued since January 2002 [18]

whereas in Belgium, since April 2003 roughly 1.1 million ID cards have been issued [19] . As
illustrated in Figure 1, out of total number of activated and unexpired IDs issued so far, 9.06%

SDILWOUOJU| JOJ 213UD)+9 G0++007 @ SdIUiouoju] 10} [euinof jeuoijeutaiu]


http://www.i-journal.org.uk/Special-issues/TRECK/2005/
http://www.i-journal.org.uk

‘How to Incorporate Revocation Status Information into the Trust Metrics for Public-Key Certification’ Bicakci K., Crispo B., Tanenbaum A.S.

and 14.45% of them were either revoked or suspended in Estonia Figure 2.  Atypical graph showing the change

and Belgium, respectively [18, 19]. in revocation rate with respect to
time.

The figures above support our argument which states that the in- p X

formation of revocation rate extremely depends on the context. # of revoked certificates
One reason the rate in Belgium is higher than the one in Estonia # of total certificates
might be the relative newness of the Belgium eID project. A

We believe the information regarding the ratio of revoked cer-
tificates is essential and in our PKI model, we require CA or RA
(Revocation Authority) to publish with the revocation list (or the
other revocation mechanisms) not only the list of revoked certifi-
cates but also the ratio of revoked certificates or at least the total
number of current valid issued certificates so user can compute the
ratio and assign weights accordingly. 0

0.10

» Time

T T

expire

Example 2. Suppose instant certificates as discussed in sub- L J

section 2.4 are used. That means there is no revocation and the
weight of checking revocation information is simply zero.

Example 3. Assume that the ratio of revoked certificates is 0.1 in a given security application,
we assign value of 0.9 to W, and 0.1 to W /,’ when there is no revocation. As we have stated in
Definition 4, if the certificate has been revoked, this has to negate the effect of certification and
therefore 11/, should be assigned to (—0.9) if this is the case.

If a more-fine tuning of weights is desirable, this is also possible by specifying the value of IV,
as a function of time passed since the certificate has been issued. If there is not any extraordi-
nary event such as a breakthrough in the crypranalysis of digital signature algorithms, it is rea-
sonable to expect that the increase in the number of revoked certificates is linear as illustrated in
Figure 2. That is why the probability that the public key is revoked and the associated weight
are strictly dependent on the time the revocation is checked. This can be best illustrated with
an example:

Example 4. Suppose a certificate has been issued on January 1st, 2005 and will expire after
one year. We need to validate a signature and therefore check the revocation status of a public
key on October 1st, 2005 after 9 months the certificate has been issued. The probability that
the certificate has been revoked can be found as 0.10x(9/12) = 0.075 using Figure 2. With
this probability, we can assign W, = 0.075and W , = 0.925. Of course these weights are valid
when there would be no revocation.

Assigning confidence values for revocation information

Next, we would like to discuss another issue in our model, assigning confidence values for revo-
cation information. As we have mentioned in subsection 3.2, the meaning of confidence value
for revocation is overloaded in our model because it does not involve only the trust relationship
between entities but also the reliability of revocation mechanism in use. Suppose for a moment
that the revocation authority is fully trusted but the latest CRL it has issued is not a fresh one,
do you put full trust on the revocation information?

It is a rule of thumb in our model that the confidence value if Combination rules of Maurer’s

CRL-type methods are in use is lower than the value if OCSP probabilistic PKI model
is used. It is also possible to differentiate between fresh CRL . N

and stale CRL by assigning different confidence values even
P q Pq
®O—=0—0® = O—0C

Figure 3.

when the authority issuing the lists is the same.
When to check revocation status

We believe our model explains why revocation is sometimes
not checked in real-world. Users believe intuitively that for
their security applications it is sufficient to check only the

authenticity of the public key certificate since the confidence

p
G, ® =~ @

J
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value of the public key certificate has a much greater weight (the probability of revocation is
low). In fact, it is true that some of the applications really do not have stringent trust require-
ments. But we expect that when certificates start supporting higher-value transactions, using
our model people can realise that even when public key certificate is fully trusted, the overall
confidence value is not adequate and therefore there is a need to check the revocation status.

We need revocation check definitely when the minimum confidence value required is above
W . In caseitis lower than W/ ,» revocation check should again be performed if the confidence
value of certificate is lower than 1 and we would like to reach the minimum confidence value

required.
The case of multiple paths

One of the motivations in proposing different trust metrics for public key certification is to
model quantitatively the increase in trust when more than one certification path are used. As
we said eatlier, our discussion in this paper for incorporating revocation status information
into the trust metrics is orthogonal to the prior work on trust metrics. In our extended PKI
model, to compute the overall confidence value afforded by multiple paths, one should first
use the method proposed in this paper to calculate the normalised confidence values for each
individual certification path. Once the values of all certification paths are available, the second
step would be to calculate the overall confidence value using one of the methods already avail-
able in the literature. To exemplify, Figure 3 illustrates the rules in Maurer’s probabilistic PKI
model to combine the confidence values of serial and parallel paths. If our extended probabilis-
tic model is used, p and q in Figure 3 represent the normalised confidence values incorporating
also the revocation information as discussed in subsection 3.2.

We illustrate the general idea with following example:

Example 5. Suppose there are two parallel paths certifying the same public key and W, is
equal to 0.1 when there is no revocation. The confidence values of authentication and revoca-
tion are 0.9 and 0.8 for the first and second certification path, respectively. What would be the
overall confidence value if the first path is revoked and the second one is not?

For the first path, p = W, x Conf , + W, x Conf , = (0.9x0.9)+(-0.9x0.8) = 0.09,
For the second, ¢ = W ,x Conf , + W ,x Conf , = (0.9x0.9)+(0.1x0.8) = 0.89.

Finally, the overall confidence value is p + ¢ — pg = 0.89+0.09—0.89x0.09 ~ 0.97.

5

In this paper, we have considered the problem of certificate revocation in the context of trust
metrics for public key certification. We have tackled this problem by extending Maurer’s PKI
model with a tailored form of a vector of trust model. Our model was not abstract, we were
able to justify our model by showing how we can assign values properly to various parameters
of the model i.e. the weights and the confidence value for the revocation information.

Conclusion and future work

This extended version of our paper also addresses the interesting issue of multiple paths and
the case when one of these paths is revoked. The list below shows challenging future works
remaining:

*  Trust metrics having a finite range can be embedded into our model by normalising them
to the range [0, 1]. But we need to consider also the trust metrics with an infinite range.

e There is definitely a need to search further for the ratio of revoked certificates and its
distribution over time in different security applications.

*  More work is required to establish the minimum confidence value required for the public
key certificate. This policy work seems to be the most challenging one.

Bicakci K., Crispo B., Tanenbaum A.S.
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